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‘Security Matters’ forums are managed by Insurance Technology Forums Ltd,
the specialist host of IT and security briefings for decision-makers in today's
Lloyd’s and London insurance market.
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Analyze the Future
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GDPR: why should you be interested?

Dominic Trott — Research Manager, European Security




What 1s GDPR?

= Replaces out of date ‘directive’
= Protecting personal data (what's that?)
= Codifying rights

= Liability cannot be outsourced

= Extra-territoriality

amazon
webservices”

¢

Analyze the Future




¢

GDPR Is a game-changer for enterprise risk

Fines up to 4% of global revenues
- “Effective, proportionate & dissuasive”

Mandatory Breach Notifications
+ RIisk to brand reputation

Ban on personal data processing = Ta| kTal k

* In extreme cases

+ See article 58 (powers of supervisory £7 3' I l

authorities)

Class action lawsuits

+ Right to be collectively represented (by not-
for-profit bodies)

« See article 76 and Recital 112

IDC

Analyze the Future




Is It all doom and gloom?

DOOM GLOOM

- =

¢

Analyze the Future




“In the future,
the best selling car

Brian Ward, CISO, Mercedes-Benz



GDPR talks about ...

“State of
the art”

=1DC

Analyze the Future




Grasp the GDPR Opportunity!

¢

Analyze the Future




Data lifecycle — a foundational tool

What
data do
we have?

¥/ Do we B/ Why do
{ still need 4 we have

it?  / it?
| Data G

Lifecycle /
/Nho has
access? /
B/ How

4 sensitive
IS It? /
1DC

Analyze the Future
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Western Europe GDPR Security SW Forecast

2,500 140%
120%
2,000
100%
1,500 80%
1,000 | 60%
40%
500
- -
) - 0o
2015 2016 2017 2018 2019 2020
mm \/olume ($m) Growth (%)

 SOURCE: Custom Data Cut, IDC European Software, 2016
IDC « All figures in constant US Dollar, expressed in millions (2H15 Constant $M), vendor revenue

¢




WE GDPR Security SW Forecast by Verticals

1,000

800

600

400

- I I

Financial Manufacturing and Distribution Services Infrastructure Public Sector
Resources
m 2015 =2020

IP—  SOURCE: Custom Data Cut, IDC European Industry Solutions, IDC European Software, 2016
=—= IDC « All figures in constant US Dollar, expressed in millions (2H15 Constant $M), vendor revenue
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GDPR - Threat or
Opportunity?

Paul Tempest-Mitchell, DELL EMC

..........

b e .
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PIVOtCI| Secu reWLks

RSA ML

Technologies

vurtustream

“Number 1 in Everything...All in One Place”

DAALEMC vmwalre




We know that the vast majority of Big Data and Predictive Analytics
accidents are caused by human to predict which truck drivers will

error have an accident

. : [ — — 'ﬁ;é- k \\ i
10 1“ A
~o ~——— — 5 — =
\ s - Sl s
A LS U
I o = \\ - / v

Big Data based Fraud detection Big data could lower rates for
can work in Real-Time optimistic tweeters

¥ % -
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Opportunity: Build a Data Lake for

Digital Transformation AND GDPR

DATA DRIVEN PRODUCTS & SERVICES
NEW REVENUE, COMPETITIVE EDGE, LOYALTY

FRAUD & COMPLIANCE ANALYTICS
ANTICIPATE, PREVENT, COMPLY

RS
w .,
REGULATORY&NA Y LHE

RIGHT OF ACCESS, SECURITY

Dell - Internal Use - Confidential

L

CUSTOMER ANALYTICS
360 VIEW OF THE CUSTOMER

OPERATIONAL ANALYTICS

' F 3

— 7
I
-~

&

PREDICT, OPTIMISE

DEALEMC



ISILON — Data Consolidation

- Secure Data in one place .
- Simplify Management & Operational Costs L O
- Establish Data Governance and Control N_tﬁ
Splunk
- Searchable Data Lake
S

A
Hadoop &

J , / Market Info &
Analytics )

1 , History
Geolocation Customer & Demographics

Web history

DEALLEMC

18 © Copyright 2016 Dell Inc.



Is all your GDPR Data in the Data
Centre?

///‘

—Legacy Infrastructure | T r

% Brahch N
( ~ ./  Office NG ‘ DEALEMC



Opportunity: Archive and Backup

Don’t keep too much data too long.

» Copies of data are proliferating in companies — Average companies hold 19 copies of data
—  SNAPS, 7 x Day Backups, Weekly Backup, Monthly Backup............

» Archive Data that doesn’t change onto Cheap on-line storage
— On-line = accessible and reliable and with acceptable latency for your applications

« Centralise your Backups
— Remote/Branch office Tapes will be a GDPR problem!

« Backup to De-Duplicated Disk
— Shorter restore windows
— One copy of data (Dedupe) reduces legal argument for access

Data Domain Disk Based Copy Protection
DUALEMC

20 © Copyright 2016 Dell Inc.



Can you prove you're compliant?




Opportunity: e-Governance, Reporting and
Compliance

Automate your reporting procedure

Consolidate regulatory requirements/process

Consistent Approach single

Simple operation/action

DEALLEMC

22 © Copyright 2016 Dell Inc.



GDPR Is an Opportunity

A Data Lake builds Business and GDPR Control

Take control of Copy Data and Archive — remove Tape!

Automate Governance and Reporting

DZALEMC
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RECIPROCAL

Secure Data Analysis

Dave Knock
Steve Withers

@ Www.reciprocalgroup.co.uk




Reciprocal — Fresh GDPR Insight

RECIPROCAL

Delivering Innovative Technology to reduce operational cost and maximise productivity

@ Www.reciprocalgroup.co.uk

Value-added Solution Provider

Consult, Design and Implement
complex IT Solutions

Specialists in Data Management and
Migration Services

105% growth 2016

100% Customer satisfaction




R3)

RECIPROCAL

embracing technology & innovation

RSDA° LifecycleStor 2
ﬁi} e
0.
eDave ~

RECIPROCAL RECIPROCAL
clobal tonsulting ( Data Migration Specialists ) Managed Services

@ Www.reciprocalgroup.co.uk
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JAAN

approaching

Where do y‘Ugintart? ) context |

Advantage

What Is your plan? |8
@ www.reciprocalgro




GDPR Background

GDPR sweeps away the Data Protection Act of 1998

W amazon Y K3 Yo [0

New Philosophy

GDPR
approaching

~

* People have a right to Protection & Control of their f7 Context
personal data ontex
« Companies/holders of data are now held responsible for Advantage
the protection of Personally Identifiable Information (PII) Impact
» Any data subject has the right to access their Pll data Automate
. J

@ Www.reciprocalgroup.co.uk



How ready are you?

Food for thought - DELL GDPR Global Survey 2016 (850 respondents)

9% of respondents currently say they would not, or were not aware

whether their organisation would face penalties in its approach to data
privacy IF GDPR had been in effect this past year.

Of the remaining 21%...

'AWAURAY @

moderate fines

25% 90%

expect significant IT changes said their existing practises
will not suffice

@ www.reciprocalgroup.co.uk

GDPR
approaching

Context

7 Advantage

Impact

Automate

J

EMC



Impact

Business Impact
Procedures, people and policy

GDPR
approaching

é )
Context
IT Impact Advantage
Vulnerability landscape, ¥/ Impact
data management and security Automate
. J

@ Www.reciprocalgroup.co.uk



Impact - Business

)

Procedure, people and policy

Raise awareness - communicate with Executive decision makers

Review and update privacy notices — what data, how is it shared?
Have a legal basis to process personal data - why is PIl collected?
Review consent - should be freely given, specific informed, unambiguous

Look after children - how will age be verified?

Procedure for data breaches - communicate to ICO o o2
Appoint a DPO - Consider outsourcing. Take it seriously R

governdance

Sources — IDC GDPR Exec brief 2016, Iron Mountain Practical Guidance, Accenture GDPR overview

Www.reciprocalgroup.co.uk

GDPR
approaching

Context

Advantage

7 Impact

Automate

J

EMC




Impact — IT

Vulnerability landscape,
data management and security

Locate information — Document PIl data held, what, where how stored.

Undertake an information audit inside and outside organisation

Know Individuals’ rights — the right of access, the right to rectification
and the right to erasure

J

Be ready for subject access requests — from 40 days down to 1 month.

Beware potential class actions

GDPR
approaching

Context

Advantage

7 Impact

Automate




Automate Discovery

Solution Suite

« Collaborative Consultancy

« DC Audit and review

* NASessor file system analysis
« Automated PIl data sniffing

RS A ® « Data access assessment
 Automated data transfer and deletion

vmware

DAL

@ Www.reciprocalgroup.co.uk
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GDPR
approaching

Context

Advantage

Impact

7 Automate
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On average, each employee
stores 10GB of unstructured data

1% 9%
of documents contain passwords contain personally-identifying
Information
A2%
are company sensitive IS duplicated information

@ Www.reciprocalgroup.co.uk




»$ Dropbox H> SharePoint
Personal data could be anywhere

@8 Exchange [ Office 365

ey
= ¥ N =u

@ www.reciprocalgroup.co.uk




SARAH
MEREOYTH
976
3

oo BT
< Dropbox
You need to know where It IS

T ESCO Bank

ﬂ View online statements Sdcadte
) X el bndidd il ani i Dt aeBol b epthiihs  fpociiog
If you need a pape- copy of your stateme on't e a pri
2 equest a ccpy cf a statement that isn't ¥ c s

AT * € Online statements for XXXX-XXXX-XXXX- 0123

EST

www.reciprocalgroup.co.uk



Information Intelligence;
the key to unlocking your data

.

@ www.reciprocalgroup.co.uk




el dI1SCOVer

an Efficient,
Scalable,
Searchable index

@ Www.reciprocalgroup.co.uk

Information Intelligence;

INDEX.

the reference is preceded by an asterish, it will be understood to refer to an inset Mup.

X.B.—Whereter.
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discover

Searches Duplication Alerts

Exports

Reports

Settings

Help

Logged in as dave knock | Log out

ACTIONS |

FEREMEE

DATASETS |

Data Sets Searched
Uncategorised
Wikileaks
Airships
Cyrptome
Sonyhack

COLUMNS |

Show columns by:
B Author

M Company
Content Type
B File Type

W Tags

B show All Results As One Column

Documents

290,544

Data Set: Sonyhack
ContentType: application/multipart
Count: 133,151

www.reciprocalgroup.co.uk




discover

Query Simple Searcl

Common ‘ Drag a field over to start your query
[

File System | |# Body mMatchwerd= | Mastercard Visa

Multimedia
AND

Personal |

Information | CreditCardCount
‘ is from

|

|

10
Credit Card Count

Credit Cards

Email Address Count
Email Addresses

NI Number Count
NI Numbers
Postcode Count
Postcodes

Telephone Number
Count

Telephone Numbers

» Other

Pre-Loaded Queries ‘ HEEST SHETESTIEAS05E]

Www.reciprocalgroup.co.uk




Searches Duplication Alerts Exports Reports Settings Help Logged in as dave knock | Log out

ACTIONS |

Bl

DATASETS |

Data Sets Searched
= Uncategorised

discover

Sonyhack

| corumns |

Show columns by:

B Author

B Company

Content Type

B File Type

W Tags

B show All Results As One Column

| currenT QuERY =

Body ?="Mastercard Visa"

Data Set: Uncategorised
ContentType: application/ms-excel
Count: 3

AND

CreditCardCount FROM "10" TO ™"

www.reciprocalgroup.co.uk




discover

N
i}
V]
]
5]
Hs

‘ Document Results: 3

-

[

[
"B
"B
"B

ApplicationName
Microsoft Excel
Microsoft Excel

Microsoft Excel

FileName
Deskinfo..xls
Deskinfo..xls

Deskinfo..xls

page 1 of 1

Www.reciprocalgroup.co.uk




Logped in as dave knock | Log out

Deskinfo_xls This document's body text is potentially large so we have only loaded the first few thousand characters.

Load Whole Document Body I
DOCUMENT BODY ” DOCUMENT INFORMATION | L

discover Sheetl

MName Title Address  Date of Birth S52 Steno Office Mew Trid  Trid ID Home Mobile Pager
*MS Paswrd Internet Address Credit Card Spouse Children Badge Number AOL Mame EID Number P

There are no notes for this document

Tags associated with current document

.reciprocalgroup.co.uk




Information Intelligence;
g UNnderstand

This page shows an overview of your data landscape, across all your files.

Total data: 359.62 GB over 1,336,540 files

Files by Size = Files by last modification Age =
279.4 GB t all files will be shown here, only those with a valid Last Modificatior
gate
55.88 GB
232.83 GB
46.57 GB
186.26 GB

37.25 GB
N o
@ N
= 139.7GB o

3 — 27.94GB
° 5
o

93.13 GB 18.63 GB

46.57 GB o8

08

0B 0-6 Months 6 Months - 1 Year 1 Year- 2 Years Older than 5
0-10Kb 10Kb-1Mb  1Mb-5Mb  5Mb-10Mb 10Mb+ Years
File Size File Age

@ Www.reciprocalgroup.co.uk



i [nformation Intelligence;
act act

Securely Delete data
from legacy arrays
from active LUNS
from Windows file servers

@ Www.reciprocalgroup.co.uk




i [nformation Intelligence;
act

% Bundesamt
“= 1 fiir Sicherheit in der
Informationstechnik .

CESG

RITEA =%
SECURITE o
® CsSPN
]
ool icati NATO
S A0
Approved National Cyber Security Centre Ar OTAN

Software

Www.reciprocalgroup.co.uk



Strive for full compliance

a European
Prlvacy Seal




Strive for full compliance

Know your data content before you
Invest in expensive security software

Steve Withers:
07808 870492

Dave Knock:
07701 288824

@ www.reciprocalgroup.co.uk
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governance

Cyber compliance:
Convergence of Cyber and Compliance Risk

Q4-2016 ITF Security Matters Forum
15 December 2016

Alan Calder
IT Governance Ltd
www.itgovernance.co.uk



Introduction

governance

Alan Calder
Founder — IT Governance Ltd

IT Governance: An International Guide to Data Security and ISO 27001/1SO
27002, 6™ Edition (Open University textbook)

www.itgovernance.co.uk/shop/p-772-it-governance-an-international-quide-to-data-security-and-
1S027001is027002.aspx

52


http://www.itgovernance.co.uk/shop/p-772-it-governance-an-international-guide-to-data-security-and-iso27001iso27002.aspx

IT Governance Ltd: GRC One-Stop-Shop

v Thought Leaders
Specialist publisher : .
IT governance, risk and compliance

Implementation toolkits

Governance and

ATO Cyber resilience risk management

Business

C It t Information security continuity . .
OnSU an S s management IT Service Project
R che governance [ management | management
ISO 22301
& Software and e-learning
: Incident - R PRINCE2®
PCI DSS Pe;l;sté?‘tlon ro?:f:'?ion response COBIT® and and
9 P management ISO 20000 PMBOK®
IEC Distribution
B Consultancy and : . Training and Toolkits and
Point solutions that integrate......
R ) ISO . ISO
: w CYBER .
APMGAermational IBITGQ v} Whea: &) 9001 NY2700!
ESSENTIALS Standards Council
ISO/IEC 20000 e PR OA) TS | e
ASSESSOR

3
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Agenda

Global backdrop: today’s cyber threat environment
EU GDPR

NIS

Cyber assurance

/-Step action plan

54



Cyber disconnect

Most organizations are ‘confident’ in their cyber defences

70% of organizations say:
— Cyber security completely embedded in their processes
— Cyber security a board-level concern, with top executive focus

However:

— Organizations face 100+ targeted attacks per year
— 1/3 are successful — that's 2 or 3 per month!

— Most breaches are discovered by outsiders!

(Accenture: Facing the Cybersecurity Conundrum 2016)

© IT Governance Ltd 2014 5

governance

55



Cyber attack environment

Oops! Google Chrome co % Norse - IPViking Live x \

€ C' | [ map.ipviking.com/?_ga=1.106938115.1477390587.1388686673#

S NORSE

ATTACK !{l\l!lﬁlNS»Or o
# Country
1208 United States
391 China
186 Hong Kong
182 Canada

164 Germany
122 Netherlands

1l

56
53
48

Mil/Gov

Japan
France

w
o
9
*
o
r

Timestamp

2014-07-16 2 7  SunnyVision Limited unknown, Hong Kong

2014-07-16 20:28:31.63  Tricom

LI L] ] T

Santo Domingo, Dominican ~ 186.149.132.221 Bad Homburg, Germany

© IT Governance Ltd 2016 56

17500

5900

o S

ATTACK TARGETS ©

# Country
United States
Hong Kong
France
Canada
Thailand
Spain
Australia
47 Iceland
42 Portugal

SATTACKTYPES'©

# Service
518) [@)l http
256 domain
19% db-Isp-disc
125 ssh

175
154
105
)
52
51

AR N A=A

14

108 netbios-dgm
97 telnet
86 snmp

in ¥» f &

A " @ Ll )
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Massive data breaches

- www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/
R e
:c m ~ BN . -

governance

= 'H' hnp:f,’\w.w.infor?natiﬂnisbeautifuI.net/visualizaﬁms,’wc_:rlds—biggest—data—breaches—ha[ks/ 0~ ¢ |8 Defence Ass & formation g..| [ Invoic ‘ /e & Google News| 4@ World's... % ‘h x 'O'

= infOlTﬂOtiOﬂ iS beautiful Home About Blog Data Books Workshops Contact A

World's Biggest Data Breaches ot

interesting story
Selected losses greater than 30,000 records
(updated 11th July 2018)

YEAR BUBBLE COLOUR |RIF:8 | METHOD OF LEAK | BUBBLE SIZE [ilalelgaiawe =R oS V] [DATA SENSIT\VIT\‘] ( SHOW FILTER]

2015

&

»
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http://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/

Cyber risk — an overview

governance

Attackers Weaknesses Assets

Hacktivists

Opportunists

g Criminals :
Reputation
l Competitors Y

EN Commercial
- ¢ Info

l Terrorists

=% Cnemies

© IT Governance Ltd 2016 8



Threats

Threats: Who Attacks and Why?

Categories of Attackers Attacker Motivation

Multiple

. ( "‘»
a9 u - tahutried anadanes
Outsiders A thatt ‘||i:::=ll
Malicious |
Insiders ! v Gasbodionce

20 l.nndvanem Actor .4

¢

From 1BM"s 2013 Cyber Security Inteligence Index

£ WIPRO . splunk >

© IT Governance Ltd 2016 9
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Cyber threat evolution

Growth of the Threat

Sophistication
Of Avaliable Tools

High . Growing sophisticated C2

Required of Actors cross site acripting

ing “stealth*/advanced
scaming techniques . next?
a
(=] o > packet spoofing denial of Staging
Gy sniffers v s distributed

LN attack tools

www attacks

automated probes/scans

Sophistication

password cracking S
- ==
sell-replicating code [ J— )
Low password guessing
1980 1985 1990 1995 2000 2008

© IT Governance Ltd 2016 10 By Asif Igbal



Cyber risks

* Digital Information is at the heart of cyber crime

* Key assets at risk:

* High value research and technology — eg energy technology, advanced
engineering, communications technology

* Politically/commercially sensitive data — eg product development, climate
modelling, shipping/manifest information

* Sensitive internal information: eg PIl (customers, passengers and staff),
financial data (eg bank accounts, payment card data, identity theft)

* High value physical assets under digital control

* Key challenges:

* Multiplicity of threat actors: nation-states, competitors, criminals, terrorists,
hacktivists

* Complex supply chains

* Multiple, mobile and remote access connection requirements
* Rapid technology evolution

* Inadequate staff awareness

* Process deficits

© IT Governance Ltd 2016 61
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Security breach levels are rising

governance

Security breach levels continue to rise. Last year in the UK:
90% of large organisations reported suffering a security breach, up from 81% a year before.

74% of small businesses had a security breach, up from 60% a year before.

Source: BIS/PwC 2015 Information Security Breaches Survey

© IT Governance Ltd 2016 62



Cost of cyber crime Is rising

governance

The average cost of a data breach for businesses in the UK
Is £2.37 million.

Source: IBM/Ponemon Institute 2015 Cost of Data Breach Study: United Kingdom

© IT Governance Ltd 2016 63



Hacking the Human

governance

Phishing, Spear Phishing

Blog Update < |

acarrillojr@izvelo.com o D2V 258 PM (1 minute ago) Reply

e’ £gmall com” Sgmai.com>
Tue, Jun 7, 2011 ol 2.90 PM
Blog Upcate

M Mo

I was just informed that we need new matenal for the Biog. Joff sent me thig report feganding new phishing threats that am appeanng all over
the place. Can you take a look ot It and see if we can use 17

0\5“6

Thanks! . ‘
we  ANnd Whaling? s Wt e
C (D0
: 0992 of g s \°
0 .
Q

© IT Governance Ltd 2016 14



Cryptolocker & Ransom-ware

Your personal files are encrypted!

speched 0 ths window, After that, nobody and never will be ablde to restore fles

To abitain the private bay for the compater, "'""" *: U';‘":’t""':f '\*" Typt flos, you hd S h ared n etWO rk d riVeS y

 Copttocsr Self-installs
Your mportant Ses encryption produced on the computern: phatos, wideos,
reed Lo pay 300 USD | Iillll( { sdie anount In another o X

- Phishing emails
ek «Noxte to select the method of payment L4 USB drives,

: - Compromised websites
Grcnptn was rodced ing 3 ke . ey R 2040 gt ot - Existing malware
Private key wil be destroyed on NS 8 T BvLAD M e s o T . external har d dI’iVES,
* network file shares,

computer. To decrypt Ses you need to obtan the private key,
13/10/2013

The single copy of the prvate key, which will slow you to decrypt the Sles, ocated ‘ E t'
on & secret servir on the Internet; the server wil destroy the bey 3fter 3 time an n Cr .
23107

71:58: 09 « some cloud storage drives

Cost of Decryption Key: €300 — or 2 Bitcoins

Cryptolocker — 240,000 infected computers since Oct 2013
£16 million in ransoms......

GameOverZeuS - steals online banking passwords

$100 million of income...
© IT Governance Ltd 2016 65
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APT: Multi-channel attack

governance

Advanced Persistent Threat (APT):
The Uninvited Guest

How attackers remain in your network harvesting
informationand avoiding detection over time

1. INCURSION 2. DISCOVERY 3. CAPTURE 4, EXFILTRATION

Attackers break into Once in, the attackers  Attackers access Captured information
network by using stay “low and slow” to  unprotected systems is sent back to attack
social engineering to avoid detection. and capture team’s home base for

deliver targeted They th th information over an  analysis and further
malware to vulnerable oy LR mEpe extended period. exploitation fraud—
systems and people. organization's : or worse.

defenses from the They may also install

inside and create a malware to secretly

battle plan and deploy acquire data or

multiple parallel kill disrupt operations.

chains to ensure
success.

ATTACK METHODS

= Social
Engineering

= Zero-Day
Vulnerability

s _ SaL
j = Injection

© IT Governance Ltd 2016
v Symantec.



Small supply chain businesses are popular with
h aC k e r S governance

Many small businesses are on shared servers. This multiplies the
potential access points for a hacker to exploit.

Small to mid-size businesses usually don’'t have an IT department that
keeps server hardware and software up-to-date.

Website versions and plug-ins are often out-of-date and easily hacked.

Small to mid-size companies usually don’t have internal security
practices, so passwords and access are easily compromised.

Small business websites are often built on common, open-source
frameworks. These frameworks are popular to hackers because there
are so many and the same weaknesses can be exploited across all of
them.

(Executionists Blog)

© IT Governance Ltd 2016 67



The stakes are high!

governance

The potential impacts of cyber attack:

° Loss of life
* Loss of high-value physical assets
* Climate destruction
* Direct financial loss from theft or fraud.
* Indirect loss from recovery & remediation costs
Loss of customer information or intellectual property.
* Possible fines from legal and regulatory bodies (e.g. Information Commissioner).
* Loss of reputation through ‘word of mouth’ and adverse press coverage.
* Survival of the organisation itself.

Demands for assurance

74% of respondents say their customers prefer dealing with suppliers with proven cyber security
credentials, while 50% say their company has been asked about its information security
measures by customers in the past 12 months.

© IT Governance Ltd 2016 18



EU GDPR

What the new

EU GDPR

means in 1T minute

The EU GDPR will increase privacy for individuals and give regulatory authorities
greater powers to take action against businesses that breach the new laws.
Here's what it means for your business:

Tough penalties:

fines of Up to The regulation also applies to non-EU

companies that process personal data
4% of annual global of individuals in the EU.

revenue TP i

€20 million.

whichever is greater.

<
s

Complete overhaul of data protection framework

Covers all forms of PlII, including biometric, genetic and location data
Applies across all member states of the EU
In force on 25" May 2018

© IT Governance Ltd 2016
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GDPR - data breaches

governance

Mandatory data breach reporting — within 72 hours

— Describe actions being taken to
» Address the breach
« Mitigate the consequences

— Data subjects contacted ‘without undue delay’
« Unnecessary if appropriate protection is already in place
« Consider encryption for all mobile devices, for all databases, and for email

— Penetration testing to identify potential attack vectors should be standard
Failure to report within 72 hours must be explained

20
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NIS: Network & Information -
Security Directive

Applies to:
— ‘Essential services’— eg CNI, Finance, Health, Utilities, Transport, Energy, Food, Marine etc
— Digital Service Providers

Translated into national law by May 2018

Increase intra-EU cooperation, national CSIRT network

Adopt technical and organizational measures appropriate to risk:
— Ensure the security of systems and facilities
— Processes for Incident handling
— Business continuity management
— Monitoring, auditing and testing
— Compliance with international standards

Penalties for infringement must be ‘effective, proportionate and dissuasive'.

© IT Governance Ltd 2016
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What can you do to stay safe:
Cyber Essentials Scheme

Boundary Firewalls & Internet Gateways
Secure Configuration

Access Control

Malware Protection

Patch Management

These are the five | ‘%ntrols that any
organization s plement to mitigate the

risk from common internet-borne threats.

#” CYBER
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Cyber Essentials vs -5
Cyber Essentials Plus

Cyber Essentials:

« Self Assessment Questionnaire

« Attestation of Compliance

« External vulnerability scan

Cyber Essentials Plus

 As for Cyber Essentials, plus

« Onsite test of device configurations

Independent Certification
CREST-accredited

_. CYBER
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Key considerations

governance

‘TECHNOLOGY

« Management—driven

* Business-focused

» Risk appetite-based

* Enterprise-orientated

« Continual improvement

© IT Governance Ltd 2016
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Convergence: cyber security assurance

ISO/IEC 27001:2013

— |s an international standard

— already meets the ° approprlate technical and
organizational measures” requirement

— Is widely recognised and adopted
Provides assurance to the board that data security
Is being managed in accordance with business,
contractual and regulatory requirements
— Information security/data protection policies
— Audit, monitoring and review
Manage ALL information assets and all information
security within the organization — protecting against
ALL threats
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Cyber resilience

governance

Resilience:
— “ the ability to rapidly adapt, protect assets and respond to risks...”

Business Resilience:

— “the ability to rapidly adapt, protect business assets, respond to business disruptions and
maintain continuous business operations..”

— Contains both BCM and DR

— Implies mitigation capability

Cyber-resilience

— “the ability to repel cyber attacks while protecting critical business assets, rapidly

adapting and responding to business disruptions and maintaining continuous business
operations..”

© IT Governance Ltd 2016
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/-Step cyber-resilience strategy

governance

1. Governance, clear policies, leadership
2. Business, regulatory and contractual requirements

3. Integrated risk assessment, BIA, DPIA
e Assets AND Processes

. Secure the cyber perimeter & endpoints; defence in depth

. Train all staff — skills, competence, awareness

Develop and test a security incident response and escalation plan
. Audit, monitor, test, continually improve

~N o oA

Start with 1ISO 27001 & ISO 22301
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Questions?

acalder@itgovernance.co.uk
0845 070 1750

WWW.Iltgovernance.co.uk



mailto:acalder@itgovernance.co.uk
http://www.itgovernance.co.uk/
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‘Security Matters’ forums are managed by Insurance Technology Forums Ltd,
the specialist host of IT and security briefings for decision-makers in today's
Lloyd’s and London insurance market.



